The Shirpur Education Society’s
‘ R. C. Patel College of Engineering & Polytechnic, Shirpur LB

Department of Computer Engineering e

Course Title: Cloud Computing (CLC])
Course Code: 315325

Programme Name: Computer Engineering / Computer Science & Engineering / Computer
Technology/ Computer Software Technology/Computer Hardware & Maintenance/ Computer

Science & Information Technology.
Semester: Fifth

Unit — IV: Security in Cloud Computing

Total Marks: 14

Prepared By: Prof. S. S. Teli

(C, O]
(0
1]




............ = .-..C,.lagol--.,_com_p_u_n_ki_ng_._..a.ﬂa_ma....___L_u_gx,s___}é___0.?@:_.2.4&‘,09
N i—_t_:_____S_t-_o:;r_e______a(.aﬁqg___,__xuﬂ..-@%/Q_J.{:C.wﬁaa..rngad _________

______----_”.i,___5.1'-0.5:2___--.Q(_@__tég_____,_cx_cza/.----.Sm:.:nz.!f(..e-o.---.Q-?a_’.e.---.-.-Stn‘.b:{fg./.--@_a-__

___.,,,,________)_szssdw_ﬁ_‘!\ﬁ...-.',Y,_Lm_p.i.i-----S.exu::f----,:.-.-t':?.G:}-..m.a;é___Qqaa/___
et bveat s Rk oA Upauthoziaec]  crccess
s d_ﬁ.l:g____.-.Zf_@f./éa.z,}e%f....ma{uéﬂ.f.’}f:@.-.,.____'_Io_a_c!;_!zzjq_,;_____a_c_(qu_f_zé___

___________________ HIA&LA{JQ?_.

"C_[OUJSE_CLL"U)L}TUET_Sfbff‘«’_tﬁ'(_}?m[ﬂjicd;
o Polidies pwoskduxes , and  cecuxi kY .  Contmls.
................. b, e pembta ki, GlOUd.. Dned g s
SRS % 0. (- .01 0% 3. S (N SO | .

2 VSer  pActounds SR, |\

G Scanned with OKEN Scanner



C}' AVCU 'ﬁb}a} }? -‘:Pcd‘ﬂ{ 24 C,(Oua" 3e'rwte__‘~»
_Should __be available _cdhen.. ’rczw?ec/

-------------- CLOUD SECURITY i
------------------- :::E j’%t e ﬁ »

|
[ ihen N
|

___________________ ]

(¥ Scanned with OKEN Scanner



L T

= .-_-S_EC_L-t?”:;(_ Pla nn}_n; 'h Q(oudcompubaq, _

) .4'.:.6.(.oﬁfo?:s___..75.:.3_.-_C‘;a,.o..s_ic_f_tf_\c___Au:?.b_f__\-t:k....p.l.a.nnf../.;? ...... cloud
5€Q\{7H‘\J_
.............. " Bebore Tmplementing.  (Loud  Secunidqy , .

_______?{_)j_‘._-P_Oﬁ_sJil:_/_ﬂ_.-.&_g:ﬁ(liekkl.g..-.g:f-ili ...... LB sofilioess sl
_’de.nch\j_ ..... FHoeeds' L 3 A * S r ey

O Actess  Regwrement
______________ Decide. whd can. alless. ahich

G Scanned with OKEN Scanner



------ — @e#tv’a-ew/:@nfw}aq—em.nj/h/@(bﬂ
________________ Lb_l.uc,\-_g__..-D__ef—,a-ri_og,s_,_'_a&qgg____es_m_@i_a'_d_g-u)__
................................ OOCiDUdS*dM-t-m
------------------------------------ 2 g.fu:-:.._____ug_c_arr_ni TR e T
------------------------------------------------------ Sec,uwl-}poucce_é

___________________

BT sEnbynslbn D ekedtsio ok Seftwere
NtkaquS{cuer}mom)_ﬁT,ry

____________________________________________________________________________________

G Scanned with OKEN Scanner



e aig G S

asgmazfc_pkg_wc_wg_g:uwhce/_znffmz:mw'm

15 shavyed Ctmoryj;mbdﬁPfC_u—iEY,S

= EOLC‘J')f_f']GH’J'f"'sQ/G.«?"L{Qﬂd'a”fJOUVCfACJ7'€

ZD&JC_QJJ«} Wik blu.k—'—ok k.. -Pbg-s.«;.'_c_az/zb&;___ Shaned .

: ‘”C_louclpvouxdcrm@g{pvowd&
. bkt Rame  phyoicel  Sewver. oo

_________ bt it R Coaimdiain L " 3 . |

G Scanned with OKEN Scanner



TenantA TenantB TenantB&C 1,_--

User User User Tenant C :

User ;.{

Multi-Tenancy
Architecture W
System Design &
1

| Saas i

; Provider |

G Scanned with OKEN Scanner



I'")' Unawthon, oeel OUY.CSTD.&_Q_,.':.‘}T.QLQ .....

aAcCLe ss ,

?\ﬁ TQ‘&AD\M e, Contembioiy. .. T feneeeeees

w} i ME . gl MG T s o masmscens
(QRe sevote 1
ﬂH—eALc,km mol-g{_ Jnf-c’r .g.er),nfi-’l/c_
~dake by clﬂCL!:jf.Jn; SHQ}QQI____Q?}{' ......

____________________________________________________ @ﬁt'!—ﬁncffut_:\ hea Moo led o ﬂLof
_____________________________________________________ deg ﬂ.%..._..@_%_iy___joe[rfowm nee..

_____________________ 'f.‘.'?.. ﬁnwé;cphbn cF _tenant c(afa

,) "'f&nc(ﬂ_j— _§P€C)F!C mﬂmb‘ﬂy A8 M‘hg

:ff: ___________ k--rﬁaﬂdbowy PRI T
Mo IR.  Creoss. ternanb  alacks

G Scanned with OKEN Scanner



__-_'_-____--______-_..‘___-i.)!_-__ngm.w',s.o.r___.--cﬂfd‘.@f_!‘fo_'._'__:__--Z'.g___Co.m/z’)fDm/fJ.eql___/_.__
Lk ckevs Can. Contrw). . all hookd Y7,

................................................................................................................................

G Scanned with OKEN Scanner



_____________________ ])’_ _Hm_ﬁ/e_ne@/ /%pe/rur'AQ.Y o AR AL L8
Y O L T T R

Y. Skcuwe VI migrebon . profocls
_______________________________ "tDP‘rﬁV‘Qf\JI 1N Fey C.Q_,PHO.O_ G&/’?’}y_ -

L\lv&mtaﬂ*u}—mq st |

....... .DotNet App
Sample _ - Sass
| Ao
|

f jj Desktop

L Client

or Windows Server)

"""" @’ Application Virtual Services S - e
Application Fp F&vallabllrty I liecunty I Scalability —I

....... Management ~l«

_______ Virtualized Environment |, Ll

r Hypervisor j

&
------- ]5&:]
Infrastructure Virtual [ Compute ] L j
_______ Infrastructure Services . sl :
Management [ Cloud Virtual Services ]
¥_J On-Premise Cloud Off-Premise Cloud
Physical Serv (] $00003 =
_______ Y erver ig_F CPU  (OOO0Y RAM 1,_%_1 Storage l

G Scanned with OKEN Scanner



= Sinte  4be user. does .nof . Kdve. Complefe. .
pkgaucmigon}m}owﬂﬁdm ........................

I ) )Louo%cfwconﬁo/ ________________________________________
w PLOeR Cunno}‘CbTCCH)’!YJan%ﬂ .....

ox.._ monitoxY. ... 1‘:‘:@.).’.-..0.1&3&4.@-!?@% _________

-Qo’f’*»k};i—mnbj,mcwugq_);n.uo&ﬂ
OVQ_LEQU(_Q:YS

_______________________ ‘y],..e_c'}%!/c—hmphanm.pmu'"

NI AT jgﬂca’}'(z}ulmv}c)-ni(e%#é

G Scanned with OKEN Scanner



H?’ "f_"')l‘ffj PcnriL auaid—lng fox Ve?s.;.}.iy-;?
_______________________________________ WVIJQTC@mhW Rirlasiiiin s tonncncnnmamnes
______________________________ )_____B\édgc/k@j n. Based toust Fromeusork
......................................... for  tvansparenk . transedion
. > gﬁYUIC&L{YcJ grree. m tnj‘&LSLA)
__________________________________________ L w—h\.&se,b( ef—?h&a{'a’ual&_s
Upload & Outsource Data '
(e.g., Encrypted Data, Index, Block) —_ /" Y Y \ = e
| ;
Establish Security + Trust Policy Cloud Service \ oo
Owner .
(B gt Sy Provider __
Laaion liStorage /2] ) e
oty & | Procesang I\ )
(e.g., Integrity Checks, Access Logging) nit
Index, Query
Key

Encrypted
Query

Client
(Authorized User)

Encrypted
Data

---------

G Scanned with OKEN Scanner



D) metadedy Secwripy s

- Such._as file pnames, Timestamps.  , docetion
--------------------- IO, Owemenship. . and _ cets pattenny

................. — AHf&maybﬁencmpR4,bu}m¢}qddq
Hﬁe_lfn')@_}cﬂmﬂnsehu%w«e_mﬁmmd—qu ‘

G Scanned with OKEN Scanner



-“v;.-;-SQCu}Hj ynecharjsms 7 ) LTPL A S
S metadata Brygption £ohide Sensitive.
c:dbabui—ca ______________ e

“) ACCQ«L% C,m’d’ha) 5470‘&-.‘9.@19130{ ’D’EJ}'DCﬁOO

___________________________________

-----------

G Scanned with OKEN Scanner



~Loss . damag. oo Unauthoriied  Qlecess

-

__________________

Sevvice  Aslilure |, o7 Jege) prblems .
Qssociated  woith clovd. D olater, opplicetton,

eavial. . Beduicerelald con b

aie ol pes by B SN IO s

............. vf‘lchLquL.%j_
_____________ ¢ Py 4 Gy oA plag b oAy
_____________ 'Busfne_sggpe/raﬁbn_L

Types of cloud- Kisk 7

.......... T __I.'t-..cx:xl&t__ﬁm.m.--_(%oi\fﬂoﬁnmﬂw..,__UQdﬁﬁb.ea/_
opsaabivned  ovles inadeguete. Rmploye
:L:-a:c_r_u_!.\cxim}r.__,__.z&e__rxj_aa;‘_d ______ vendor  reloHonShip
Y edney  Haon itc%ﬂ(ﬁ-}%/%@bloﬁxt

---3.)9----Lad$---o.E--.-)?.?f‘?ﬁ?fz’__-_.';ﬂo,u_d_-_:S.ew.ﬁ.k;.--- ,D.o.({’.(,ye ...........

- AHOTg«c{nllU—iOnmcpj,nbfhauﬂ

..................... deavTMQA'XC&.aya(/’?CZOUd
\L—‘l‘lg&&.:?{cuw}; ____________ R L

G Scanned with OKEN Scanner



- e e

oy Lack of shilled Eraply ek

_____________ ) = [mpJonﬂ_ﬁ) /')")Cbg fjxo;' .
J<now ledg.e.

Y Mendox. LS i n s T T
7 - ..:..fﬂfzg;d_o_‘/_::_q,_&jfh_q _____ b{:c.o_m.c,s__.__o_feic_,.ﬁ.‘&o_q{__

 ona.partodar. . cloud  proride......

_________________________________ :]D Ermmipl . 2P 1 e

................................... ~ ?@qumg_-\—oPlOQWCDVcﬁjﬂ?&jf
_________________________________________ yesedt Iin datw Soss.

POLICY &
ORGANIZATIONAL

G Scanned with OKEN Scanner



________ by Technice) Risks =

______________________________________________________

“Jﬁtb??td:«&e&uﬂ-iwﬁef&;”gtﬁ#&f

_________________________ i wﬁcaklj_aud—henbc_m!—eo{ovu m_emcycypjf?c{
O-PPJfC-“'—HOr]PWDg’YC!mm;qg\/D/‘WfG’ ces (4¢7)

,Hﬂﬂe’“&&qd‘&fr_séfkp—/ o/t . 1o brewdh
________________________________ clove  Revvites,

_______________________________________ Shaxed _physice) _hardware
rnmrrrmemrnneeneerecnenee e 0L L omas. Temant..  oaty..... /Aak%c .............
e L SN A 0L banhe ) aldapkds 0

............... 1) Adsate, Access: Conbo) K ddentiby......
............................... man%&ne/uﬁ £

__________________________________ = LAk o _mutsf ferdoy. cudtbentdicadton.

G Scanned with OKEN Scanner



’f—m'cc, atlccks . L TS

Vi) :Demod 07‘2 :ﬁae;ry_f__c_@_ :Dm/wm. ..............

= H VO’QVT)Q,- bv:/y’*rc f/DODéJ %Q?ﬂ%y
............. uu»f endpefnts.....

MQ LQC,K of _Condinuoy.. Aujmocmq

B moenite. ry
_____________________ — _Nok avcdldb)e cuﬁmed-ﬁoﬂ
______________________________ Reature  F-oo)
................................ S AR A7 T T - Y TS R SR ——

=T Jnvolves: Complianee . -ﬁeu Woaen Conifadqaj
S Mabilibies dhat amse  When Loy
_______ mgg_;_&j_%_". Aate.

doud ..... LN _m&‘.le(_"gg ______________
ST DI ghobsd. .. ok Contens
""""""""" =...featlicky bcLq,r‘“"'u’/',-’”---(“-[-"—u~-~(-w.z0._h_g~(gp{y_

G Scanned with OKEN Scanner



m)’ Qﬂ(%m.ﬂ@«h)\’j Non- %mp/ranc& _____ S

st - fot ot ok ematledbing. tugiomad
& industay dode | pyoteckion fromesver K,

e DD e i beury, Financal. penaltioa....

V) Thoka Privacs VASlEHONS T

~Anu'nclrew ....... SLA e crreale  ddipuk....
fw;g,m&m} M{PQQ‘_\J bméf? __________ TSST——

___________________________

.w) Antellectual.... R PW;L*&& e

.......................... dc:nml —émmﬁ—t 3& —&]—\Qz'nq mCJ-EL UYQQF&
............................ Ouwdnexship.. C.Q/?‘j.‘}"sél \i

o B VT o T

_____________________________________________________________

G Scanned with OKEN Scanner



L3 " 'j)cn,&a Se(;uw;'fo"[ TR

p>o 1€ Q,bDnOJP

-~ Il Secur || "b’CJM;& Lo "Hq{ .
} CIC('G.—L')./ .,m./.s_sc-iﬁ_/

dala c&(ﬁf_u Y und_,om'-hofrllecf

Cowu.phmm - T LN T AN L% TS

________________________

- Dokt Se_c_w_u_?r._ -«f—anu Sen. O C:O.?_‘?__&.,e_nei__f'_._cg_’?_t_’?j_.(

profection ((Rroredking . dhe . deta. . fbsalf. ...
ooy than  Tuot. the. . nefuorl(. Pewm.e_iﬁ'_?i_

’T*’-CL’ﬂf’h’gAM _CFoY ':Dcn_;!_-q_____S_f__l‘._}J.“_tl_’f.‘_g, ....................................

_____________________ Aatebare . oui:owrdﬂ Lu\qe_:re. JQJ‘CI -
______________________ 57"3’!’@ f’f?rvo,/oq'f __Seovers

mremain... clcccwrcn.kﬂ, ~and  trust WO’*"‘*“'»}_ "

_______________________ Lo ihouk  tempe ’rrY\}GYuDdUJL’w’DLg_o(
_______________________ mgcﬂJHc,aﬁons‘
- b Xk st st b Ky
) Datu _':]:V)JL(’_J'H‘IL; o UQLTUJB&WOT'}‘L)x gi-cmye.»—
|
S . p—— de() Y. P’Y\'J.Jale..r!) W Y C(O_U..c! a_OéQﬁh_Q{]__, 3
_______ Aot 1038 0% Conruption

T To O.VMCnJm.e,_.-Jf:’{’.).iJ ﬁﬂchnolo;,; i AN gst
.,..Cfvd,oi_-odw.e.-f;’hr‘.c._._h_c.«t._sh____‘ﬁgn.d_:z_o_g_s aatels
P’YboFofi veﬁm@@:h@_%uﬁ;%

[ — verify. fhat  Shored . Jala s wl_upattesed
ond Cb'r‘q}ofeJ--e”

G Scanned with OKEN Scanner



- Dakat in Hhe cloud 5 offen acessed vig
b ek @{J;DJ}COJ-{_D() &L Larow) Sers

- S0 Secuv?h}____uq_ ____________________________________

________________ - The oise of high Speed  netuworks aad..
_____________________ ng,ﬁ_______bqndm_i_d.-H.\...... Copnections. .

-—A_S%{r}gfjcqa/ﬁ ....... amount. _of. mulHmedia. odety.. ..
i CAvhio.  Videe , immage ) 15 showed 1 Hae  (oud.

............. = Sewurity regsremends 1ndude  encrypiion,

____________________ digitaf woedermariing.. .. ded...agess
___________________ Contvo) .....mechanisms,

G Scanned with OKEN Scanner



- Cepsilive: olafe.  Cop:be. . nasked 0V _anony mied

when  toonsmitted ff;ymﬁ% gaj-uaoaﬂ _______________
FURPIN SO L o 117 TR s

....................... Ol*&euswl—},leud

gakuong __________________________________________________________________________________
L Uneuthosired . applicalisns - ox.preceses
............................ dfrﬁ.blwdi&ckf*omaaumr\j_

 movemenks . dxe. .ibagff_d ‘k fYLbHJ'J"GTQo(

= To +his. il enab)es CIL&OLULI .........................
acwmt%\w,ond ...... Fo fx.m.s-i-&-__-.@a@éyéfé_-.-
______________________________ j__q____c_;_\g,e_.-_o}.---.-ie_f;wnl't; weddendy oo

G Scanned with OKEN Scanner



Lt Dade Secunity  Risk _m_qn_%&mfﬂ/ﬁ ...........................

= Rial mQ’.OOﬁfﬁm_ﬁ(L)f_"____EJT,_Q{-._.-,S}_‘XU.C:/_‘Q_"?T!?_QI_____/..Cy_C(f_C_Q.a/_._
o pwocess eleaigned Lo profeck  the  CTA Txeid.
______________ Cconfidentiatity. . Inteyrity , Avedlability) .
...............f'if...o_’fﬁﬂn'f__LQiju_q _______ s BT R O e
- StepLi—

£ ¥ TANC DU UE- NN D . T X Linandal. . tnfamelion ,
__________________________________________________________ . Cloud _Shored _busin ms---.aﬁﬁl!ﬁafzﬁ

wjdeijTbﬂub&VMan/Hg .............

...................................................................................

......,._-:...L.&ﬁ,ﬁaf\ﬂ.....0.7_,'.xm'aﬁo(_____fa;,;m_o_m_.j .............................
o= oukdaked Sottumu~e

__________________ e

...................... -_-____U_n,sf_c.ﬁ-lrr.&.cl.....kmfl.'.‘rﬂi_@_.a)____n_ai—_w_mr_l(.;.[_.......-_.-------"--.---
________________________ ~_ ladk  of encayphian. . |

______.-__.--._._‘___T...__Fﬂié..ﬂrsan[—.‘ig.amaf...____c,(_aucl____‘,&_ S

G Scanned with OKEN Scanner



—

..... H}’ Risk ASSC—SS“”"“i )

L Kedi hood  Analysis " H
a? £$f-!mouf-fha7 how p'vobolﬂ beat

L9 BaUY . cone B oot

- 1"”)91&...&1711@13515 __________________________________
------- } reennennn 2 JARRAU). kgz’:lmc,ﬁww _____of Po. fcnha/
------------------------------------------ dam.
-::.'_.-:--.--.)z__ﬁmw.Jﬂ_ _____ R ———

.......................................... o Rick clre nvand Kedl. .. u_uq;;_ Uf&b fadive.
epetheda (dows, rmeclivem.,. \jMi—A ).

a) Llak . Aosidamre o= o o

i C,nmm.ehijﬁei mmm‘ﬂng_ h 5/L\ DI
cuk_\_\_s_.t.?ciu ..............................................................

ot Rivse covecdil . Cavd
____________________________________ defad e b

| ») K;.:,k R&duwm__::__.______:_____-_______________.__,______:_‘::
= Tdmplemeat. .SOLF%‘l%a’rpQ .z&ke, _____________
*—?HE-UJOJLL _____________________________________________

-----------------------------------------------------------------------------------------------------------

— MY Lookor QWMPQJ“”J

G Scanned with OKEN Scanner



I L[

Q>’ Rislﬁ '/Frﬂn-:jf)(_;__’__ TR S0 DS ST, D
| “Shiﬁ-ﬁrg_ Risk  ores P.D.OJE.%U.[?’.‘QE.--..‘&O._%_ixcl__ﬁo_tingj

5 ‘Q-g.?‘_-._(‘)_LL:!.—-SDE!WC{_1'_\3‘-_'3’,‘_‘2;:_..[1?-?.{2.5%—.(..---5e.cufr)'.}.‘.y., ________

L Buyin g Oy ber. _JosSvyyon(e,

N = AccepH :ﬁ.-___mi.og;r_--xlg .ol e Jedd.. .
.................................... m;ﬂimﬁmvu—g*-"\qnm!/ﬂ;?“—?l‘in

................. ey‘?'vevcnjrﬂve._ﬂmahnh”‘
A = ameaandes. ek cladap Clooldendd..........
______________________________________ beteve Mol _0CUT

............................... :'--r::];‘cle._a.’ri-9{..\1-"0.61.9(--‘.0,!.&_1)7.-.-.uq heo. Inudenk. .
______________________________________ oot L R, ST SR e =5 T T N
....................................................... “aimOnJhmnﬂ_

-.,.._,........-.cff._.(;pq.x.e,o.’&}.v.a.-....Qo.nltm_l.,&._l__—_:_: _____________________________________________ casaghs
____________________________________ o tqﬂj‘nmqmtfuhqu{ - P RT———
‘Pwmumcsgarne/i ..........................................
........ 'ﬂ)JEMHﬂmvgn?e&Leckd—mn

G Scanned with OKEN Scanner



V} Cq,q-hﬁuou*j mbhf,m’)‘y &ﬂw/e}o

} DAOLRBS oo e

(X %ﬁw’h‘}—g& ﬁomw@frﬂ ;Hqu_j— oLe_F:'nreJ_, .
and.._man ag/—)*ﬁ;@gdw :taéeﬂ,/-//yfgl

T RO S ORI SR 1 =, - U
_______________________________________________________ -&cﬂu} "h’ff%ﬁe"@

_________ _ "(Exm{d o) M%FIOOI}WM%UJW
________________________ Perfry.om Q—PWMQC—HM’

e Prudrhch@oanho ave you?)

= VexiFyen  the. . actual (obenbl? _________
_________________________________ d doren  enr A 4 N T
................................... 2, Sﬁm@‘“"\J Jou. Knb\ﬁ.-ﬂ.f“.ﬁ‘}.r?:‘_\ﬂg’?jpjlg___g._.?gzp_g_mg
-Bomv\‘kmo.j you. have L= Phusice/ Foken ,
ST . S N S SR S S S Martphonge ( _Q_TE_)__

G Scanned with OKEN Scanner



............... . f’rC({.s_smancﬁ.ﬂmmt”QwHManb%uo@Q)
-.IF\-'are_r{fenr:,’*“OuJ\'\mJ"uhmwcan _____ See £
syt MO L ISOY  OG FiR  s W ol 1y Bt £ AN %

- Ererpie = \ferified. .. Lclznh}fid’oe.anol-

..................... *M&ﬁh*}frmnwp%mw
» Becaung. . Cla_ual__..e&m.iog_____a:yg_..Q{_C&eé?.@[____

.......................................... f*:m m&m&(mhm&an}o&utﬁﬁwvﬂﬂ
................................. fﬁﬁ_}afmn»e}

Pvevm/ ..... Coreclential Based  wlecks.

—_—

........................................................... Possoord  leak ..

PO, . .8 o Phihing. ..
G Scanned with OKEN Scanner



........................... ; J
e T
__________________________ | (© o]

.......................... No e Yes

________________________ [0 AccessDenied] 1(_'.‘9 Authorization i

.......................... [CA} pomntea|

G Scanned with OKEN Scanner



LfS' ‘Conkenf _level. .A-e(uwﬁ CASsedt
_______________________________________ - (A‘Sﬁﬂ“ bcuec/ —éﬁt_uoq}-y)

- Secunit —fieoutqu, Aol ermbedded. . a&wdﬁ
Inre. Hae  conbent frw/v}:hqnbhe
)’Weﬁrwowk\ e J_Lulc,e,, .........................................................

ZDW\ Yars e NCrf
C' Q.gu.a-(.) ..................

- Aci Vctn}-r:ﬁ/t_) QPTD_'S_)

- \9-51"13_ 1”"-7 rl- P)—f_ve_rvés Ur')c{t.l_,&ho"rllrt.o’ _
I Lacreas f,z SensiHve C{OIJ'CI hanclle bj_
............................ C!..k.L)H/\.orr.m_ﬂ.cl. _Person.

Jg)n:’)Q_}'CQPYOHCbOO Across  Locadion
......................... = Tnformebion.  a=mainy. Prokecked.  elen
N 2N et AL !Y‘ZO'U‘Q.CJ to. o xevnole  JoceHorn
oY ___accerned __via __pobile.  device,

_C-f ’T\mt k&mHch)\ A-fcf_b.&
__________________________ " T Maodid o 1560 e U b spm AN E R IR e cssincsincssssammmisnninas
“Cbnkwnc.andmxnuhcwjrwjm )
_________________________________ OFERnr  Sek  Pendad e
CJ)'IQRJMLQ RisK . 0f Dok Ryeachet ...
.................................. B\.g--_.-sﬁmwxj _+he  Coaken) . cbmu‘li e
C‘jz‘-"—"?fl@-bﬂn rinimjae . Ehe riak ‘H’\G-f LUJ-

__.___-_.-.-ﬁfkol_ﬁn__.-._QQ_ELM_L_QM_..___;_---Q.Q-de-.hodj_‘l.(_cp
Aoud = ]“B’Ytyax .

G Scanned with OKEN Scanner



oo T O O A e ) RSk RN Rk, LS tecbnf@ﬂ;

---------------C&-mp-*&z@_-;--_.-Q:Q@&Q.mgd_-__-ri@i@;{_\____,_99_1_;‘_g3__J __________

emcxr:jphmSd—c&p,and:hhavubonww
---------------------------------- <M tﬁhn}'ﬁ\iém

G Scanned with OKEN Scanner



___________ Ao tNedntemance  Costa =
= oeinteiming  wpdebng and eudibng.
_____________________________ Conbenk  [ewe] Sewrity  dolidies gy

(¥ scanned with OKEN Scanner



r Traditional Security 3
J. |,.’
PN —_—
User Device / Network Data
Requests access Security applied to Data is stored
to data device or network in the system
0 Security is focused on protecting the network, device and infrastructure. i
1 iy ROSURONSRL IR Pl L o, 1 SR ST, ), 1 P
i N\
Encryption
Data is encrypted to prevent
unauthorized access.
lﬁ) Access Control
2y Only authorized users can
P~ N access the data.
‘ £ l Expiry
: Data can have an expiry time
User & 3 or auto-delete after a period.
Acc&em :lhtae Data : Usage Restrictions
sec‘ weagata 00 A . o —_— . . .
urit edd =»y Restrict actions like copy,
[ Sec y Emb ed] print, edit, download, share.
g Security stays with the data itself, even if it is copied, moved, or shared.
- - 3

Fig!~ Conkat Leve] Becurity

(¥ scanned with OKEN Scanner



____-_-______-S_&mrr_iﬂfy,_____c_!_é___c_:r__,_.__@_,e;xu_i.;@____i_.g__-g--,c,/p-u_o_! _____ based

mod’eﬁfnwb;c_hsec_uﬂ*‘j_,Se'rw“tﬂ_sOf"i
N . yovided  do  use~ry  Eho the tnlernel.

______ ).,)Scaﬂwabf'f by T o

- Socum Y _Sexyulcrs Cam _ In(rexge oY

. L),,sgfr,ﬁ___._é‘?.___O_f_d.m}.m.;f_ﬁimJTD_'):J______C_a.m.____fi_e.czé-}z\.:[/ﬂ _____

_____________________________ acre&;sﬁcuﬂi-*jgwwwi:lmaﬁxé%(
T.ntevned,

G Scanned with OKEN Scanner



Organization

..........................................................
P —————————— e e LR L R e R L
[

( N |
i 5
i MJ |
: !
' Q |
Firewall IAM Monitoring f
+ Filters incoming « |dentity and Access » Continuous monitoring :
and outgoing traffic Management of activities f
= Blocks unauthorized « Manages users, e Detects threats and |
access roles and permissions generates alerts i
L..__ ) \_ _/ L > !
: 'y T 1 7 -
Cloud Resources
‘= B > B o
e % % bz 9
L Cloud Storage ,&’;’;‘E;‘ct:s Applications Databases Virtual Networks D
a 4 ; v 1 '

(¥ scanned with OKEN Scanner



-b} /flufomod:ic LJ/’°/ & sannaa
O —Sewnlt SaH_—wma & P”UM-‘-’--”- ------- g
_____________ mccha{n(_fm GO b"*“f ...avuk ot fC
"""""""" %Monr%ﬂrg Ll g gt T
T Deew ackiibies A Rewmipy.. 2wend
__________________________________ QWQCQQ/L,&;MDWJJMOW '1’-‘0’“'10!
CF)' Thvea&i ..... Cbe}ec,&t 0N

*’fDe)\-&v[' m@JwC{er | un. aun ¥l chcj _______
mcaub, & Lus pr CJauu coackiviHes.

__,______________;y___l,nf%j,mbo-@--_.---fffﬁj:___fﬁ_ffffffﬁ"'.fﬁfﬂ_.______-”""

TS A Can ontk it clous. WWM,
_________________________ Shwcsﬁ_L a‘nd OFher Lemivices
2% G i he s
N ““@,;;;;;;g;;eh;‘@i:__Jg;i@;;;;@;;; """ ]
B f,“‘;“m“f’“ I

______________________

...................................

G Scanned with OKEN Scanner



______________ 4. T mplemeak Skong  AudtentiCafton
(Vse ‘ustername }-__ﬁ_@:u_m,o_ro/__}-_/_795347)___

(¥ scanned with OKEN Scanner



|0.r. Reviews and. . .mprolt..... R
e Y _ Xox.
NN SR ). | T SO N ST N0 Ky o \ HL\
o e cgAnd . g b g \ ;Lq"‘l_"_h_____"___Y‘__________L__________-__-_.-..'.-.'------—I-Ill--.-- ------------
_________________________________________ “___U"l.‘-‘ )
.................................................................. A
il e = R ENET T R I
__________________________________________________________________________

G Scanned with OKEN Scanner



Unit - IV Security in Cloud Computing (14 Marks)
Question Bank

R-Level (Remembering — 2 Marks)
 List the types of cloud risks. (QP1: Q.1f / QP2: Q.1d)

e List the three authentication factors used in Digital Identity Management with one example
each.

* Define Metadata Security in cloud computing and state why it is important.
U-Level (Understanding — 4 / 6 Marks)
* Compare server side and client side encryption. (Write any four points) (QP1: Q.2d - 4Mm)
» Explain identity management and access facility in cloud computing. (QP1: Q.4c - 4M)
e Explain the importance of access control in cloud computing. (QP2: Q.4c - 4M)

e Explain the importance of trust management in cloud computing and its role in ensuring
security between cloud providers and users. (QP2: Q.5¢c - 6M)

* Explain the Multi-tenancy, data outsourcing and metadata security in clouds. (QP1: Q.6a -
6M)

» Explain Policy & Organizational Risks and Legal Risks in cloud computing. (4 Marks)

 Describe any four Data Security Technologies used in cloud platforms. (4 Marks)

* What is Content-Level Security? Explain its key features alon

g with any two advantages and
two disadvantages. (6 Marks)

» Explain the key features and benefits of Security-as-a-Cloud Service (SECaas). (4 Marks)

A-Level (Application / Scenario-Based — 4 / 6 Marks)

* Suggest any four best practices for cloud IAM. (QP1: Q.3b - am)

A company uses multiple Saa$s applications and wants to allow employees to log in with a
single set of credentials. Which 1AM feature would

you recommend and why? (QP2: Q.6¢ -
6M)

» Abanking enterprise wants to outsource sens;
untrusted public cloud storage. Write the step
(such as data masking, encryption,
security safely, (6 Marks)

tive customer transaction records to an
-by-step proceduy re and technical measures
and integrity verification) to implement cloud data
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